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WHO I AM

Key Focus Areas:

Cloud Networking & Security | Network Automation & Observability | IPv6 | 

Segment Routing | BGP Security | DevOps | AI

Chief Network Architect & Sr Managing Consultant @ Kyndryl

Certified ICT Trainer

Cisco CCIE EI | Tech Blogger & Public Speaker
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AGENDA

▪ Connectivity to Public Cloud

▪ Azure ExpressRoute overview

▪ AWS Direct Connect overview

▪ Google Cloud Interconnect overview
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C O N N E C T I V I T Y
T O  PU B LI C  C LO U D
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INTERNET-BASE D VPN AND  
DE DICATE D P RIVATE CLO UD CO NNECTIVIT Y
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VPN

Encrypted Tunnels 
over the

Public Internet

DEDICATED PRIVATE CONNECTION

Dedicated 
Connection to 
Public CSP



A Z U RE  E X PR E S S RO U T E  
O V E RV I E W
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HIGH AVAILABILIT Y PAT TE RNS F O R 
E X PRESSROUTE
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MSEE = Microsoft Enterprise Edge device

CE = Customer Edge device
PE = Provider Edge device



A WS  D I RE C T  C O N N E C T  
O V E RV I E W
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HIGH AVAILABILITY P ATTERNS FO R
DIRECT CO NNECT: BASIC RESILIENCY

Customer DC DX Location

PE-1CE-1 DX Router 1

AWS Backbone

PE-2CE-2 DX Router 2



Copyright © 2026 Carlo Pio Luigi Ciciriello. All rights reserved

HIGH AVAILABILITY P ATTERNS FO R
DIRECT CO NNECT: HIGH  RESILIENCY

Customer DC 1 DX Location 1

PE-1CE-1 DX Router 1

AWS Backbone

PE-2CE-2 DX Router 2

Customer DC 2 DX Location 2
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HIGH AVAILABILITY P ATTERNS FO R
DIRECT CO NNECT: MAXIM UM  RESILIENCY

Customer DC 1 DX Location 1

CE-1
AWS Backbone

Customer DC 2 DX Location 2

CE-2

CE-3

CE-4



G O O G L E
C LO U D  I N T E RC O N N E C T  

O V E RV I E W 
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DE DICATED  INTERCO NNECT RESILIENCY 
TOP OLO GY CO MP ARISO N: 9 9.9%  VS 99. 99%
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Customer DC 1 Colo Metro 1

CE-1

VPC

CE-2

Availability Zone 1

Availability Zone 2

Region A

Regional Cloud Router

99.9% AVAILABILITY
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Customer DC 1 Colo Metro 1

CE-1

VPC

Customer DC 2 Colo Metro 2

CE-2

CE-3

CE-4

Availability Zone 1

Availability Zone 2

Availability Zone 1

Availability Zone 2

Region A

Region B

Regional Cloud Router

Regional Cloud Router

99.99% AVAILABILITY



PARTNE R INTERCO NNECT RE SILIE NCY 
TOP OLO GY CO MP ARISO N: 9 9.9%  VS 99. 99%
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Customer DC 1 Colo Metro 1

CE-1

VPC

CE-2

Availability Zone 1

Availability Zone 2

Region A

Regional Cloud Router

99.9% AVAILABILITY USING LAYER 2
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VPC

99.99% AVAILABILITY USING LAYER 2
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VPC

99.99% AVAILABILITY USING LAYER 3

Customer DC 1 Colo Metro 1

CE-1
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Customer DC 2 Colo Metro 2

CE-3

CE-4
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Regional Cloud Router
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