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Hi there. Here’s

Carlo.
CISCO
aws CERTIFIED
S
o \cCIE
Instructor

ENTERPRISE

Chief Network Architect & Sr Managing Consultant @ Kyndry!
Certified ICT Trainer
Cisco CCIE El | Tech Blogger & Public Speaker

Key Focus Areas:

Cloud Networking & Security | Network Automation & Observability | IPV6 | m
Segment Routing | BGP Security | DevOps | Al
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AGENDA

Connectivity to Public Cloud
Azure ExpressRoute overview
AWS Direct Connect overview

Google Cloud Interconnect overview
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CONNECTIVITY
TO PUBLIC CLOUD

Copyright © 2026 Carlo Pio Luigi Ciciriello. All rights reserved



INTERNET-BASED VPN AND
DEDICATED PRIVATE CLOUD CONNECTIVITY

VPN DEDICATED PRIVATE CONNECTION

Encrypted Tunnels Dedicated
over the Connection to

Public Internet Public CSP
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EXPRESSROUTE
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HIGH AVAILABILITY PATTERNS FOR

Maximum Resiliency
(Multi-Homed)
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= Microsoft Enterprise Edge device

CE = Customer Edge device
PE = Provider Edge device
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AWS DIRECT CONNECT
OVERVIEW
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HIGH AVAILABILITY PATTERNS FOR
DIRECT CONNECT: BASIC RESILIENCY

Customer DC

. AWS Backbone




HIGH AVAILABILITY PATTERNS FOR
DIRECT CONNECT: HIGH RESILIENCY
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HIGH AVAILABILITY PATTERNS FOR
DIRECT CONNECT: MAXIMUM RESILIENCY

Customer DC 1

. AWS Backbone
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DEDICATED INTERCONNECT RESILIENCY
TOPOLOGY COMPARISON: 99.9% VS 99.99%

. Customer DC 1 Colo Metro 1 I:I VPC
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- Regional Cloud Router

99.9% AVAILABILITY
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DEDICATED INTERCONNECT RESILIENCY
TOPOLOGY COMPARISON: 99.9% VS 99.99%
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PARTNER INTERCONNECT RESILIENCY
TOPOLOGY COMPARISON: 99.9% VS 99.99%

Colo Metro 1 I:I VPC
Availability Zone 1 e &

B—— .
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- - Regional Cloud Router

99.9% AVAILABILITY USING LAYER 2
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PARTNER INTERCONNECT RESILIENCY
TOPOLOGY COMPARISON: 99.9% VS 99.99%

. Customer DC 1 Colo Metro 1 I:I VPC

Availability Zone 1 gion A

= A

Availability Zone 2 /———? *"
- — Regional Cloud Router

. Customer DC 2 Colo Metro 2

Availability Zone 1 n
e 0 25— R

Availability Zone 2 /—_—
. T —

CE-1

CE-2

CE-3

CE-4
Regional Cloud Router

99.99% AVAILABILITY USING LAYER 2

Copyright © 2026 Carlo Pio Luigi Ciciriello. All rights reserved



PARTNER INTERCONNECT RESILIENCY
TOPOLOGY COMPARISON: 99.9% VS 99.99%
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99.9% AVAILABILITY USING LAYER 3
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PARTNER INTERCONNECT RESILIENCY
TOPOLOGY COMPARISON: 99.9% VS 99.99%
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