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Multi-Approach
Infrastructure Geolocation



Reasons &
1. Increased interest in |IP geolocation

» Content providers, researchers

* https://www.ripe.net/manage-ips-and-asns/db/tools/geolocation-
iIn-the-ripe-database

2. A unified geographical data format is needed 0$ &

- Across all our tools 06 (}'0
* Enabling future geographical investigations 00 ,60
* Accurate information Q &(b.e

3. IP geolocation is extremely difficult \)

* Various approaches, some of them not accurate enough to be
used singularly

» Academia is working on it! Let's work together
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What’s new: RIPE NCC’s geo service &

geo.ripe.net

"url®: "/locate",

"description”: "CGevlocation service., It provider: geoloucation accordong to g set of passive and active geolccaticn|approaches”

o
{
"url": "/worlds",
"dezeription”: "Worlds datzser, providing standzrd gealncatinn faormat tn all other services”
},
{
"url®: "/crowdsource”,
"description”: "CGevlocation service based un crowdsourced information.”
e
| ¢
"url®: "/peerinadb",
"dezeription”: "PepringD3 interface far gealocation purposes.’
b,
{
“url®: "/triangulatcion”,
"description": "Active geolocation service based on latency triazngalation.”
}'
{
"url®: "/anycast",
"description": "Anycast geolocation service based on active measuraments'
}
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http://geo.ripe.net

[locate
https://geo.ripe.net/locate/83.163.50.165/best

“"location”: {

"id": "HAARLEM-NL-07-Ul173CX8B8KTBR196ECJF92"
Yo
"meta": {
“distribution”: {
"version": "17.9.18.1"
Yo
"service": {
“version": "0.0.1"
Yo
"request": {
"params”: {
"ip": "B83.163.50.165"
Yo
“query": {}
}
}

“"score": 145,

&

“countryCodeAlpha3": "NLD",

"countryCodeAlpha2": "NL",

“cityPopulation”: 147590,

“stateAnsiCode”: "07",

“pointGeometry”: "0101000020E61000005C72DC291D8C12401B81785DBF304A40",
“cityNameAscii": "Haarlem",

“"statelsoCode": "NL-07",

“countryName": "Netherlands",
"stateName"”: "North Holland",
“longitude”: 4.63683,
"geonamelId”: 2755003,
“"latitude”: 52.38084,
“cityName": "Haarlem",
“type“: "city",

*queries can be bundled with:

https://geo.ripe.net/locate/all?

resources=ip1,ip2.ip3



https://geo.ripe.net/locate/83.163.50.165/best
https://geo.ripe.net/locate/all?resources=ip1,ip2,ip3
https://geo.ripe.net/locate/all?resources=ip1,ip2,ip3

Multi-Approach Geolocation )
Various engines contribute to geolocation

» Each of them is applicable only in some cases
- Some of them are used to remove false positives
» Each of them has a score factor

- Easy integration with third-party work!

Geolacation Engine
IP address

W <location, score>

C Geolocation Engine J

Worlds

v Geolocation Engine

Reduce

W <location, score>)

Massimo Candela | 10 November 2017 | ITNOG



[locate
https://geo.ripe.net/locate/83.163.50.165/partials

"partials”: |
{

“engine": "probeslocation”,

"description": "Probes location suggestor - based on user setting”,
“scoreFactor": 10,

“locations”: [ .. ]

}o

{
"engine": "anycastparistech",
"description"”: "Anycast engine - Paristech dataset”,
“scoreFactor": 10,
“locations”: []

}o

{
"engine": "crowdsourced",
"description": "Crowdsourced engine”,
"scoreFactor": 9,
“locations”: []

}o

{
"engine": "triangulation”,
"description"”: "Triangulation engine (if empty try in 3 minutes, triangulation requires time)",
"scoreFactor": 5,
“locations”: [ .. ] 20 item

}

I,
"meta”: ({

“distribution": {
“version": "17.9.18.1"

}o

“service": {
“version": "0.0.1"

Yo


https://geo.ripe.net/locate/83.163.50.165/partials

[locate - Active geolocation

1. If the IP has not been measured yet, a new
Ping measurement starts

* Peering DB data and BGP data are used to reduce the
locations probed

» Score based on RTT, only RTT <10ms are considered
* PeeringDB facilities and population bust the score
* A list of possible locations is returned

* We are working on it! (Contributions are welcome!)
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/locate - Active geolocation
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OpeniPmap

1. A topological network view is not enough -
sometimes you need to see |IPs on a map

- To make sense of RTTs

- To understand network relationships among countries

- To verify your geographical optimisation policies

2. Crowdsourcing data by using a map

- Easier than using the API for occasional use
- Exposes wrong geolocations

- Improves accuracy of the crowdsourced data
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OpeniPmap Demo

-} RIPE NCC

RUPE NETWOIRE COURINATION Search IP Acdress or ASN G

By searching you explicily express your agreement with the RIPE Darabase rerms ard conditinns

Managz IPsand ASNs > Analysz Participate » Get Support Publications About Us
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OpeniPmap Demo

¥* Traceroute measurement to wikipedia.org
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OpeniPmap Demo

¥ Traceroute measurement to wikipedia.org

General Intormatinn Prabes Map TracPMON (bers)

- MR
¢ TRACEROUTES MEASUREMENT 9321881

Openiprap (heta)

@ TSRl 122.206.159.170 .« AS137 AS2132C AS1200 /543...

4
SUNMARY

- E (193.206.150.170) Rome. IT-07
a1 ? 9ms garr.it Rome. M-07
2ms zarr.net Terni IT12
o $ 20ms QD147 R0A2) ADD ATDOCATION
— ©  13ms geant.net Milan, 103
AS21220 3Ems geant.net Cenive, CH.GE
= 3ems geant.net Frankfurt am Main, DEQ5
AS1200 [ J, 3€ms (80.249,.210.137) Amsterdam, NLO7
[ 3bms wikmed a.crg Aamsterdam, NLLO/
AS43E21 35Sms wikined a.crg Ansterdam, NLO7
AS unknoan 6 wikimed a.crg Amctardam, NLO7

REMIOVE FROM MAF

Results

Mndffication 1 og

1 ) Frovkiurtam Meln

COPCPSE® S@®

@ TSRS 72.47.220.106 — AS3269 ASE762 A51299 AS438..

O SR 2231.36.116 - AS12678 AS13030 AS43321
@ /TS RESUT 132205142127 — AS137 AS21326 AS1200 AS43...
O ATASRESUT 79.53.225203— AS32563 AS6762 A51299 A5438...
O AT ASRISUT  5.95.27.95 — AS3D722 A51273 A51206 A543021
O AT ASRESUT BO.G8.20G.252 = AS20734 AS1200 AS43321
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Where is OpenlPmap?

https://atlas.ripe.net

Legin
- RIPE NCC weousenris R
J RIPE NETWORK COORDINATION CENTRE search 'F Address or ASN Q
Marage IPs and ASNs  » Analyse Fartcipate > GatSupport “ublications Adout Us >
You are here: dome > Ana yse > Intemet Measurements > RIPE Atlzs > Measurements
RIPE Atlas &
Aha it LR ?
Measurements
Get Iyvelved 1 »
Probes and Arichors >

4 Search.. AMYSTatUs s IPvenE & Allypes  §

Measurements, Maps and Tools

" . N
Measurements QT al lime = n

Inlernel Maops

Png récerouls DNS HTTP SSL NTP WiFi Buill-in Anchoring
Tools
1D Type Target Description Probes Interval Time (UTC) v .
Resowurces ?
o 985575 Traccroute “85.3.54.1 traceroute_Fram_N|L_POP- 1 one-aff 2017-10-23 15:05
RIPE NCC Members Chan-on-Monnhome Never
9854358 Traceoute ss-sto-as18S1S0.archors.at ésripe.net Calibraion for erchoring 4027  one-ctt 2017-10-23 1425
measurzmeant: IPvb Traceoute 2017-10-23 1435
for se-sto-
as133150.an1cho~s.atdas.rioe.net
9854357 Traceroule sz-slo-as189150.archurz.at esripe.nel Celibradon for cncloring 10120 one-ol™ 2017-10-23 1425
measur2riznt: IPv4 Traceroule 2017-10-23 1435
fo- se-sto-

A<T139316N 2rhn~< aHas rine nat

Massimo Candela | 10 November 2017 | ITNOG 13


https://atlas.ripe.net

Future Work &

1. Introduce new geolocation engines

* |Increase research collaborations

* Integrate RIR data

Reverse DNS engine

* Third-party services

2. Define and publish some KPI for service evaluation

* We already collect metadata
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Questions 0



mailto:mcandela@ripe.net

