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Always Secure. Always Available.

The Global State of DDoS Weapons,
Threat Intelligence and Attack Mitigation
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The Evolution of DDoS Attacks
A10 Research Key Insights and Trends

A10 Research Spotlights

The Need for a Proactive DDoS Defense Strategy

.
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The Attack Surface is Growing

loT

Number of Internet of Things (loT) connected devices worldwide from 2019 to 2030 (in P ro | |fe ra t | on
billions)
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Additional Information:

3 ©2021 A10 Networks, Inc. All rights reserved. CONFIDENTIAL



= Eees .
P 2
ﬂ.@ﬂwﬂiﬂ.\ mw \‘ln‘i‘

5= L_@B&Eﬁnnﬁﬂﬂm.ﬁl. 3 B .ir,

))BB\E u...,lmui rdunutw ~ &€

-—

ik 5 >
5 N mV

= O D S A e 0. N T L . iy

O - ST OO ST

= «,\;711385&5$£68)* > Pl ~87VDG'

«iﬂ:h4544F Glm
sciste awﬁw

OO ) S£68)ﬂ\0r

— i

|

\?‘f‘

MR- — i ¢ ¢ 5 gl )

l£§576éK 3 e P

4

Q
e "
S 3
S5 @ O s =
= C
Q ) Q
d O o
m U) o]y S
n.l On V) (Vs
eur O = O = Q
(U O 1u Dtb <
- — — O © O =
o > o ©° 9O c 2
— v g S T + O =
V) + O%m Ly :
285 [T 5%
(q0) ®
+— © < S £ o Q& S =
+ O ]
_ £
._ﬂla o o S
8 © 3 N o~
Mma 5 9 M m
N i (o)



Tracked by A10 Networks

Approximately

15.4 Milllon

Unique




DDoS weapons tracked by AT10 Networks

almost tripled in two years.

Total Number of DDoS Weapons (Millions)

_/15.4M

/ 12.5M

5.9M

Overall growth, which includes
reflected amplification weapons and
botnet agents available for exploit.

H2 2019 H2 2020 H2 2021
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Top-five Countries Hosting the Most DDoS Weapons (Millions)
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Top Tracked DDoS Weapons by Size

+100%
YoY

+13%
YoY
+15%

Oo _6(y
YoY +6% o

YoY YoY +9%
YoY

1.88M

SSDP PORTMAP SNMP DNS Resolvers TFTP Others
2,923,076 2,023,078 1,881,015 1,597,892 1,547171 6,441154+




SSDP-based DDoS attacks
can generate more than

30x traffic volume making
them some of the




Tracked by A10 Networks

Approximately

425,096

Botnet agents that
are




Top Hosts of Drones and Botnets

* A10 Networks scans for hosts exhibiting
malware-infected characteristics

* Accumulates knowledge of repeatedly used
hosts in DDoS attacks

* The total number of bots experienced a
decrease for the second year in a row
* China experienced a 42% decrease
* India experienced a 33% decrease
* The United States experienced a 3% increase

* The decrease can be attributed to factors
including:
* Large-scale security updates to patch CVEs in loT
* Botnet takedowns

40%

Rest of the World

Top Countries/Regions
Hosting DDoS Botnet Agents




Research Spotlights
Log4) and Cyber Warfare



Spotlight — The Log4j Vulnerability and DDoS

® Russia ® Netherlands
® South Korea ® Poland

® Brazil Canada

® Germany ® India

® United States ® Luxembourg

-,

More than 75% Log4J) Scanners originated from Russia

13 ©2022 A10 Networks, Inc. All rights reserved.



Spotlight - Cyber Warfare and DDoS

Heat map showing
DDoS attacks on
multiple targets

in Ukraine

Apple Remote Desktop (ARD)
protocol on UDP port 3,283. Kyiv
This protocol has an UKRAINE
amplification factor of 34 times
larger than the original request.
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DDoS Defense is Essential to Ensure
Critical Services and Infrastructure are Protected



Proactive DDoS Defense Is the Only Way Forward

Automate Implement Monitor your
DDoS Defenses Zero Trust Network
to protect against all DDoS to identify, isolate and stop to ensure networks are not

weaponized and

attacks including zero-day the spread of malware and used against the internet

attacks the propagation of DDoS



Modern DDoS Protection Requires
Intelligent Automation
& Machine Learning
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DDoS Weapons Intelligence Map

.

Helps visualize the
DDoS Threat landscape

Provides proactive insights
into where the next attack
might come from

<= Visualizes DDoS weapons

= New DDOS Weapon
Deprecated DDOS Weapon

- , d = ncluding drones,
L amplification sources
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View the map at https://threats.alOnetworks.com/



https://threats.a10networks.com/

