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Our Value Proposition

THE NETWORK RESILIENCE PLATFORM is based on the presence and
proximity of a NetOps or Smart OOB (Out-of-Band) node at every IT
location, centrally orchestrated through a Centralized Access Portal
called Lighthouse.

THE NETWORK RESILIENCE PLATFORM provides secure remote access
to your critical network devices through a separate management plane,
with the ability to automate NetOps processes, such as securely
deploying and provisioning devices, advanced log management,
configuration and firmware lifecycle management and Remote IP
devices access to edge locations.




Data center network design: Traditional vs. pod

CORE @
CENTRAL IP
BACKBONE
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Traditional design

SOURCE! BIGE SWiITCH

POD
POD
POD
POD

POD

Core-and-pod design

Each pod:
= js largely self-contained

= has two or more
network switches

= has around 100-400 ports
total (recommended)

£2015 TECHTARSET. ALL RIGHTS RESERVED  TechTarget
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‘The Resilience Platform

- Why is it Important ?
| What Solution ?
How does it Work ?

@  opengear
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The Network Resilience Platform

RESILIENCE
Opengear Smart OOB ™ combined with 4G-LTE Failover to Cellular
delivers always-on resilient connectivity and remote management

& 8 @K



The Network Resilience Platform

SECURE
Security configurations and precautions that ensure IT security policies
are continuously enforced

& 8 @K



Apply the Corporate Security Policy to the OOBM Network

= An Out-of-Band access is a back-door to
Managed Devices in production

= Nodes can be connected to Internet

Secure encryption Protocols (IPSec, OpenVPN, SSH, HTTPS)
= Confidentiality Individual Security enforcement on each serial port
RBAC policy for granular group access policy
o Integrated 3rd party AAA directories (Radius, TACACS and LDAP)



Apply the Corporate Security Policy to the OOBM Network

= An Out-of-Band access is a back-door to
Managed Devices in production

= Nodes can be connected to Internet

" Stateful Firewall with a default DENY policy
Brute force Protection

Code auditing & Vulnerability testing

TPM Chipset

Integrity



Apply the Corporate Security Policy to the OOBM Network

= An Out-of-Band access is a back-door to
Managed Devices in production

= Nodes can be connected to Internet

. High Availability of Lighthouse
Highest MTBF on the market
Power Redundancy on all hardware
Network Redundancy on all nodes

Availability



Apply the Corporate Security Policy to the OOBM Network

= An Out-of-Band access is a back-door to
Managed Devices in production

= Nodes can be connected to Internet

Audit logs for all Opengear components
Configurable detailed Logging for each serial port
3rd party log management or SIEM solution feeding (Traps, Syslog...)

" Auditing Remote real-time Log gathering through the OOBM Network



The Network Resilience Platform

INTELLIGENCE
Integrated Intelligence with alerting mechanisms, auto-remediation, log
analysis, PDU management and advanced switching & routing

& 8 @K



The Network Resilience Platform

AUTOMATION
Opengear solutions leverage standard tools like Docker, Git, Ansible,
Python and APIs to automate NetOps-style workflows

& 8 @K



SERIAL PORTS Last Autodiscovery Run Oct 31, 2022 Log file

Automatic Port Discovery

SR <

™ Port # Label Mode Parameters Port Pinout
= Serial Ports 0O 1 Port-1 Local Console 5600-8-N-1 X2
. v 2 Port-2 Console Server 4800-8-N-1 K2
= Speed and Name Discovery Scan o .
3 r START SERIAL PORT AUTODISCOVERY *x |

= Name discovery possible on password

Running autodiscovery on the selected ports may overwrite the existing settings.
The default baud rate sequence is as follows: 9600, 115200, 38400, 19200, and 57600.

Advanced Cenfiguration ~

protected managed devices Q

IP -

i Cancel
[ | LLDP ™ Port-1 \. = )

= CDP 0 2 Switch Rack & Corsole Server | 9600801 ;

- T
Cisco 2900 Consale Server 5600-8-N- A

O



Cisco Switch or Router

= Save time on physical and virtual network - -
& DEPLOY deployment with Zero Touch Provisioning eﬁ ?E
(U ) &
Exmm— . . . . ; 0,
T— Enable the first day Securely store network configs and image files = ﬁ&l |
= Save time with cellular enabled Smart OOB devices =1
= Presence and proximity to managed devices
_____ = Secure physical connection to physical appliances i
o T oy MANAGE . - - : : 00060600000006
e CCRTT oy Secure virtual connection to virtual appliances 000EREREEOR000
L{é}_l . = Hosting platform (Docker) for applications and scripts { J
Deliver value everyday ap ( ) PP _ _p _ - %
= |Independent OOB network for managing and monitoring =
your network infrastructure
= Network resilience with Smart OOB™ and failover =2
to cellular Tx
l.)g REMEDIATE @
J = Secure access to physical and virtual devices ol
= <-. Minimize the worst day when the network is down : y
= Expedite access to affected infrastructure and .gl,. (&) e P

automate recovery
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NetOps Automation

= More and more complex Networks

= Budgets getting thigher
= Higher requirements and expectations

= Qverloaded Teams

& ot @ 7
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Imagine

= You could periodically backup configurations as close as possible to your devices

= |t could be possible to have real time access to logs for non accessible devices

= That patch, firmware and updates could be managed without relying on the
network

= Users on remote locations could smoothly keep on working during WAN outages

= You could install any tools you need ad-hoc without provisioning a Server or VM



Dockerhub

Do people use Docker ?
1Billion+ Downloads just on these 3 examples would prove yes! And that’s a lot of engineers.

If your Cell phone was an Opengear node, then Docker containers would be apps and Dockerhub the App store

python Q DOCKER OFFICIAL IMAGE 1B+ 8.0K
Downloads Stars

Updated 5 days ago

COLLABORATIVE APPLICATION DEVELOPMENT

Python is an interpreted, interactive, object-oriented, open-source programming language. PLATFORMS ARE CRITICAL FOR DEVELOPERS

Windows Linux mipst4le PowerPC 64 LE IBMZ x86-64 ARM ARM 64 386 ’ 1 —
. mysgl @ DOCKER OFFICIAL IMAGE 1B+ 10K+ Total Pulls on Dockgr Hub
% Downloads  Stars Docker Hub Pulls in Q4
My Updated 7 days ago ﬂ
MySQL is a widely used, open-source relational database management system (RDBMS). 8 3 M 7 3 M 3 3 M
Linux x86-64 ARM 64 b it ® ot
Repositories on Docker Docker Desktop
Docker Hub Accounts Installations
ubuntu  (® DOCKER OFFICIAL IMAGE 1B+ 10K+ L l
WIS
D | d St IIIII
Updated 14 days ago owmoads o idOCker
Ubuntu is a Debian-based Linux operating system based on free software. ‘

Linux x86-64 ARM ARM 64 PowerPC64LE riscvé4 IBMZ 386



A few Docker containers being used by Opengear customers

/- iPerf \

* DHCP

e HTTP (Apache)
* RADIUS

* BIND9 (DNS)

* AWS IoT Core

e Flask/Gunicorn Console Access

- /




On demand remote performance testing | THINK THERES

* A store manager reports a « really slow » connection when
accessing inventory levels

 The Network Engineer on duty team wants to run after hours
throughput tests between sites and there is no IT staff to
support him

* Typically for connectivity testing, an employee with a laptop or
a fixed device would need to be at each end point to conduct
testing

* Luckily, they recently installed Opengear nodes at all locations Yll I%VE ITSN(IT THE

so these tests can be done without on site assistance N IMNETWORK







Agent ThousandEyes « dockerized » on an Opengear node

Leverage Opengear as agents to gather telemetry

Cloud & Enterprise Agents > Views

Current Test

Cloud & Enterprise Agenis > Agent Setlings

Enterprise Agents

Agents

Assigned to Account Group Opengear#.. - Add a filter =

Settings [4 Agent Q, Search 7 Enterprise Agents Add New Ente Agent
Opengear test - All agents v Run Now
1 O Agent Name Hostname 4 Utilization  Status/Last Contact
= Views Metric
Loss - [ sandy-Om-OM22 PM-OM din  14% 2 minutes ago
. 24h 7d 44d B Average Lossy [ Andy-OM Andy-OM din 14% @ 2 minutes ago
Path Visualization
[ wmatt-om dth 13% Just now
TH I 1 [J Vincent-Om din 13% @ 3 minutes ago
1800 2100 Sen2 0300 08:00 0800 1200 500 ] Home-OM2248 Home-OM d 7% @ 2 minutes ago
Aug 31 1200 Septembe 1200 i "Sep? 1200 i | [ Ryan-0M1200 Rya 200 1% Just now
Target Server i y . P L
S data from Fri, Sep 2 17:14 -17:16 UTC (27 1 « L: .
opengear com 80 oving Gate flom FIL Sep ¥ [ Dan-om1208 Andy-ON NA @ 2 days ago
i
Path Visualization 3 hops 0 hoﬁ
Showing 1of 1 Test - 7of 7TAgents ~ 1 of1 Server - Hide IP Address labsls ~ Highlight nodes that match all / any
Grouping: Agents by Agent ~ Interfaces by IP Address ~ Destinations by Domain ~ =8
Highlighting: Forwarding Loss >10 % (2 nodes ) ~  Link Delay > 100 ms ( 2 links ) =
Selecting: Click a no Info (2) ~
@ P &
L4 \
® ° . d ffline devi
@ @
2 days offline device
oo @ ° ® @ o
Home-onzzez (@) - - . .
e . Ping failure
ryanomzoo @)
pan-omizes @



\ opengear.

A DIGI” company O

~ Euro Pivetti — euro.pivetti@reweb.it
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