BGP Security ITNOG7

Hijack and Route Leak Detection May 9-10, Bologna

Lefteris Manassakis | COO, Code BGP
D lefteris@codebgp.com

€ Code BGP



Lefteris Manassakis
COOQO & co-founder | Code BGP

lefteris@codebgp.com

@ https://manassakis.net/

€ Code BGP


https://manassakis.net/

. A BGP hijacks, leaks & misconfigurations affect your network

ALL MODERN DIGITAL
INFRAGTRUCTURE

N
( ) e BGP events critically affect reliability, security, and performance

g [El, e Only the tip of the iceberg gets known
L
1,
Il

i

BGP

r[g;j .

€ Code BGP



Types of BGP prefix hijacks

e Classification by Announced AS-Path

o Origin-AS (or Type-0): The hijacker AS announces - as its own — a prefix that it is
not authorized to originate. This is the most commonly observed hijack type.

o Type-N (N 21): The hijacker AS announces an illegitimate path for a prefix it does not
own. The announced path contains the ASN of the victim (first AS in the path) and
hijacker, e.g., {AS50414, ASx, ASy, AST - 212.46.55.0/24%, while the sequence of ASes
in the path is not a valid route, e.g., AS50414 is not an actual neighbor of ASx.
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. Types of BGP prefix hijacks

e Classification by Affected Prefix

o Exact Prefix Hijacking: The hijacker announces a path for exactly the same prefix
announced by the legitimate AS. Since shortest AS-paths are typically preferred, only
a part of the Internet that is close to the hijacker (e.g., in terms of AS hops) switches
to route towards the hijacker.

o Sub-Prefix Hijacking: The hijacker AS announces a more specific prefix of the prefix
of the legitimate AS. Since the more specific prefixes are preferred, the entire
Internet routes traffic towards the hijacker to reach the announced sub-prefix.

o Squatting: The hijacker AS announces a prefix owned but not (currently) announced
by the owner AS.

o For a comprehensive prefix hijack taxonomy please check the ARTEMIS paper.
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https://ieeexplore.ieee.org/abstract/document/8481500

. Route leaks

e Definition: A route leak is the propagation of routing announcement(s) beyond their
intended scope.
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Figure 1: Basic Notion of a Route Leak

o For different types of route leaks please check RFC 7908.
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https://www.rfc-editor.org/rfc/rfc7908.html

Challenges of hijack and route leak detection

e Speed e Evasion
e Accuracy e Privacy
Internet User
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Code BGP Platform

Monitor « Detect * Protect

CODE BGP
PLATFORM

State of prefixes & routes
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Data service: Code BGP Monitor

BGP Monitoring Service developed by
Code BGP

e Route Reflection (RFC 4456)

e BGP Add-Path (REC /911)

e 212 full feed peerings (v4 & v6)

e /lcities, 44 countries, 23 upstreams
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Data service: RIS Live

Provides real-time JSON BGP messages via a fully filterable interactive WebSocket JSON API, and a full
stream ("firehose") containing all of the messages generated by RIS. — htips:/ris-live.ripe.net/

{ // Received at ©9:25:59 (3.31 second delay) .
“prefix® ( Totalp gs (IPv4 & IPvo):
© “prefly l " "timestamp”: 1662877556.6, O a eerln S V V °
@ "path”: ’5‘3‘41‘1 J: "peer": "2001:7f8:30:0:1:1:8:6720",
O “"type": | VJ, "peer_asn": "6728", 1448
® “"require”: [ V}, "id": "@5-7642-108395297",
O "moreSpecific”: , "host™: "rrces”, BGP f ” f d .
O “"lessSpecific”: [, “type”: "UPDATE", u ee S.
= "path”: [6720, 8447, 20473, 56414],
® “host”: |null (all) v |, ¥ S "
: : community”: [[112e@, 1]], .
O “peer”: \ \, "origin": "igp”, ® |PV4. 366
"socketOptions™: { "announcements™: [
® "includeRaw”: [, { ® |Pv6- 401
® "acknowledge”: "next_hop"”: "2001:7f8:30:0:1:1:0:6720", .
} "prefixes”: [
} "2al2:bco:: /48",
"2a12:bc@:1::/48",
"2al2:bc@:2::/48"
Code examples ]
Below are simple examples of using the RIS Live WebSocket interface. ?
For a full guide, see the RIS Live manual. "next_hop": "fe8@::de8c:37ff:fe6f:7612",

"prefixes”: [

: "2al2:bc@:: /48",
vascri Python ‘
Javascript y “2al2:bc@:1::/48",

"2312:bc@:2:: /48"

List of Route Collectors: https://ris.ripe.net/docs/10 routecollectors.html

List of Peers: https:/www.ris.ripe.net/peerlist/all.shtml
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Data service: Your routers

e Multi-hop BGP sessions

Data center

Cloud

My router

Offices
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Data service: RPKI

e Tracking the state of ROA certificates

e Validating BGP updates and
detecting invalids

0o
o)
& RIPE NCC —ARIN- lacmc?

()APNIC AFRINIC 3

The Internet Numbers Registry for Afric

Track certificates’ Validate
state BGP updates
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Alert types

Supported Alert Types Description Supported Alert Types Description
Exact Prefix Hijack llegal origin ASes that announce configured prefixes. RPKI-Invalid Detection RPKI-Invalid announcements of configured prefixes by other ASes.
Sub-Prefix Hijack lllegal origin ASes that announce subprefixes of configured prefixes. RPKI-Invalid Announcement RPKI-Invalid announcements by configured ASes.

Unexpected prefixes in the list of prefixes that are announced by

Route Leak configured ASes. RPKI-Invalid Propagation RPKI-Invalid routes propagated by configured ASes.
New Neighbor New nelghbors.that appear to peer with configured ASes. Possible AS RPKI-NotFound Propagation = RPKI-NotFound routes propagated by configured ASes.
path manipulation.
Neighbor Leak/Hijack New neighbors tha't not o_nly appear to peer with configured ASes, but Bogon (Exact-)Prefix Announcements of bogon prefixes by configured ASes.
also propagate their prefixes.
. lllegal origin ASes announcing prefixes that are not currently announced
Squatting by 2 onfi ;?Jlr od ASes. Hncing pretix N y . Bogon (Sub-)Prefix Announcements of bogon subprefixes by configured ASes.
Presence in AS Path Presence of ASes in paths towards configured prefixes. Bogon AS In-path presence of bogon ASes, in routes towards configured prefixes.
. s . . . . Discrepancies in AS paths towards the same prefix, comparing between
Invalid AS Path Pattern Violation of valid pattern by AS paths towards configured prefixes. AS Path Comparison different Data Services, up to a terminating (end) AS.
Long AS Path Paths towards configured prefixes exceed a specified length threshold. Prefix Comparison Discrepancfies in prefixes ann.ounced by configured ASes, comparing
between different Data Services.
Prefix Visibility Loss Visibility of prefix falls below a configured data source count threshold. Custom User-defined
Peering Visibility Loss Visibility of peering falls below a configured data source count threshold.
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Root DNS Servers

e The authoritative name servers that serve the DNS root zone

A-Root

B-Root

C-Root

D-Root

E-Root

F-Root

G-Root

H-Root

I-Root

J-Root

K-Root

I-Root

M-Root

198.41.0.4

199.9.14.201

192.33.4.12

199.7.91.13

192.203.230.10

192.5.5.241

192.112.36.4

198.97190.53

192.36.148.17

192.58.128.30

193.0.14.129

199.7.83.42

202.12.27.33

2001:500:200::b

2001:500:2::c

2001:500:2d::d

2001:500:a8::e

2001:500:2f::f

2001:500:12::d0d

2001:500:1::53

2001:7fe::53

2001:503:¢c27::2:30

2001:7fd::1

2001:500:9f::42

2001:dc3::35

I T S S S R

2001:503:ba3e::2:30

Verisign, Inc.

USC, Information Sciences Institute
Cogent Communications
University of Maryland

NASA (Ames Research Center)
Internet Systems Consortium, Inc.
US Department of Defense (NIC)
US Army (Research Lab)

Netnod

Verisign, Inc.

RIPE NCC

ICANN

WIDE Project
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Why Monitoring Root DNS Server Prefixes

e Critical Internet infrastructure, worth protecting o B1GGP OL(I)F:'dr?I.:)e:iI;:? """"""""""" §

e These prefixes are heavily anycasted

o BGP anomalies (e.g. exact prefix hijacks) will go Root DNS Root DNS server
: e : : + refixes
largely unnoticed, due to their limited impact on g server ASes i

the data plane

We provide access for free to a Code BGP ﬁ

Platform instance which monitors the root DNS

prefixes [ A Alerting ]
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. Suspicious route detected for root DNS prefix - Apr. 28

e AS137661announced prefix 199.7.83.0/24 which belongs to ICANN and is the IPv4 prefix of
the “L-Root”" domain server (AS 20144). Eight (8) days later the event is ongoing.
e Blog post: https:/www.codebgp.com/blog/suspicious-route-against-a-root-dns-prefix/

g Code BGP Platform Lefteris Manassakis (| ¢

editor | publicdemo

Overview ;
Looking Glass infov

Setup
Prefixes Autonomous Systems Peerings Routes RPKI ROAs

Looking Glass

API M Y

Alerts

Origin AS: 137661

v Dashboards

Prefix AS Path RPKI Status First Detected ¥ Last Update
v 199.7.83.0/24 57695 60068 9498 9829 (7) 137661 NotFound Apr 28,2023, 14:15:06 Apr 28, 2023, 14:15:06
Data Sources of Route 199.7.83.0/24 - 57695 60068 9498 9829 (7) 137661 M Y
Data Service IP ASN City Country Continent Last Update ¥
Code BGP Monitor 194.156.163.203 57695 Singapore Singapore === Asia Apr 28, 2023, 14:15:06
Rows per page: 10 ~ 1-10f 1
Rows per page: 10 = 1-10f 1
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https://www.icann.org/en/blogs/details/the-importance-of-the-l-root-in-the-dns-world-11-9-2015-en
https://www.codebgp.com/blog/suspicious-route-against-a-root-dns-prefix/

Low Visibility of Suspicious Route

e Route currently not visible by RIS Live. However, it is picked up by our platform and other LGs.

. v = o X
= Alice - The friendly BGP looking « X
@ NLNOG Looking Glass x e ¥ HE © ke - The inendly 8GR kooking &
& alice-rslinx.net/search/?q=199.7.83.0/24
€ > C @ lgring.nlnog.net/prefix?q=199.7.83.0%2F24&match=exact&all=all 2 % O € > C Shcelinncerdly / -
(1273
IPorprefix | 199.7.83.6/24 Show routes 199.7.83.0/24 195.66.226.95 37468  Angola Cables 37468 263327 263327 263327 263327 20144 RS3.LON1
= (IPv4)
Extended communities
199.7.83.0/24 195.66.225.60 5564  Brightsolid Online Technology Ltd. 5564 20144 RS3.LON1
(IPv4)
B8 xToM1-v4 “
199.7.83.0/24 195.66.227.126 2018  Tenet 201820144 RS3.LON1
1Pv4,
AS-Path via next-hop 185.255.55.19 (hv)
199.7.83.0/24 195.66.225.145 35313 Infonas Ltd 3531320144 RS3.LON1
Origin validation state (1Pv4)
ASPA validation state 199.7.83.0/24 195.66.225.217 23028  Team Cymru, Inc. 23028 20144 RS3.LON1
Invalid Origin-AS (IPv4)
| T 4
OnlyTe Customeri(OTe) ves, ASN: 199.7.83.0/24 195.66.225.115 33920  aq Limited 33920 20144 RS3.LON1
(1Pv4)
Origin IGP
199.7.83.0/24 195.66.225.82 25091  IP-Max 25091 20144 RS3.LON1
MED [ (IPv4)
Last update 2023-04-28 11:15:07 UTC (09:36:33 ago) 199.7.83.0/24 195.66.225.134 8473  Bahnhof 847320144 RS3.LON1
5% (1Pv4)
Communities I 3214:4501 ] I 9498:1 l I 9408:33 l [ 9498:91 ] ‘ 9498:9829 ] I 34111:9498 I i 34911:9498 ] l 48512:9498
199.7.83.0/24 195.66.226.41 37100  SEACOM 3710020144 RS3.LON1
(IPv4)
B3 xToM1-v4 “
199.7.83.0/24 195.66.224.205 3216  VimpelCom PJSC 321632163216 3216 3216 3216 3216919821282 RS3.LON1
Invalid Prefix 20144 (1Pv4)
AS-Path via next-hop 185.255.55.19 Object
Origin validation state 199.7.83.0/24 195.66.226.204 9498  Bharti Airtel Ltd 9498 9829 9829 9829 9829 9829 9829 9829 [EILI3|  RS3.LON1
(1Pv4)
ASPA validation state m ) .
199.7.83.0/24 195.66.224.237 200612 GBI HQ Cooperatief UA 200612 51375 51375 51375 51375 51375 35313 RS3.LON1
20144 (IPv4)
Only To Customer (OTC) yes, ASN:
199.7.83.0/24 195.66.224.105 29668  vXtream 29668 29668 29668 29668 20668 42044 847320144  RS3.LON1
Origin 1GP (IPv4)
MED ) 199.7.83.0/24 195.66.227.231 262589 Internexa 26258927986 27678 20144 RS3.LON1
(IPv4)
Last update 2023-04-28 11:15:07 UTC (09:36:33 ago)
199.7.83.0/24 195.66.227.22 37100  SEACOM 3710020144 RS3.LON1
Communities I 3214:4001 ] I 9498:1 ] I 9498:33 l [ 9498:91 ] [ 9498:9829 ] I 34111:9498 ] I 34911:9498 ] { 40512:9498 (1Pv4)
199.7.83.0/24 195.66.226.204 9498  Bharti Airtel Ltd 9498 9829 9829 9829 9829 9829 9829 9829 137661  RS1.LON1
XTOM1-v4 4 (1Pv4)
199.7.83.0/24 195.66.225.60 5564  Brightsolid Online Technology Ltd. 5564 20144 RS1.LON1
AS-Path via next-hop 185.255.55.19
(IPv4)
Origin validation state 199.7.83.0/24 195.66.224.105 29668  vXtream 29668 29668 29668 29668 29668 42044 847320144 RS1.LON1
(IPv4)
ASPA validation state m X
199.7.83.0/24 195.66.225.134 8473 Bahnhof 847320144 RS1.LON1
(IPv4)
Only To Customer (OTC) yes, ASN:
199.7.83.0/24 195.66.227.29 29119  Aire Networks del Mediterraneo 29119 15954 20144 RS1.LON1
Origin IGP S.LU (1Pv4)
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. AS Path Prepending of Suspicious Route

e Thisroute is the only one which is prepended so excessively (7 times!) by AS 9829

Overview

Looking Glass infov

Setup
Prefixes Autonomous Systems Peerings Routes RPKI ROAs

Looking Glass

API 1]

Alerts

Origin AS: 137661
Dashboards
Prefix Origin AS Neighbor AS AS Path RPKI Status First Detected Last Update
> 199.7.83.0/24 137661 9829 57695 60068 9498 9829 (7) 137661 NotFound Apr 30, 2023, 15:02:02 Apr 30, 2023, 15:02:55
> 103.122.36.0/24 137661 55824 57695 137409 64049 55836 9885 55824 137661 Valid Apr 30, 2023,15:01:14 Apr 30, 2023, 15:01:43
> 103.122.36.0/24 137661 9829 57695 60068 6762 6453 9829 137661 Valid Apr 30,2023, 15:01:14 Apr 30, 2023, 15:01:43
> 103.122.36.0/24 137661 55824 6939 64049 55836 9885 55824 137661 Valid Apr 30,2023, 15:01:14 Apr 30,2023, 15:01:43
> 103.122.36.0/24 137661 9829 57695 48024 137443 174 9829 137661 Valid Apr 30,2023, 15:01:14 Apr 30, 2023, 15:01:43
> 103.122.36.0/24 137661 55824 44684 64049 55836 9885 55824 137661 Valid Apr 30, 2023,15:01:14 Apr 30, 2023, 15:01:43
> 103.122.36.0/24 137661 55824 60011 3356 64049 55836 9885 55824 137661 Valid Apr 30,2023, 15:.01:14 Apr 30, 2023, 15:01:43
> 103.122.36.0/24 137661 9829 61317 6762 6453 9829 137661 Valid Apr 30,2023, 15:01:14 Apr 30,2023, 15:01:43
> 103.122.36.0/24 137661 55824 57695 9009 64049 55836 9885 55824 137661 Valid Apr 30,2023, 15:01:14 Apr 30, 2023, 15:01:43
> 103.122.36.0/24 137661 55824 42473 8529 64049 55836 9885 55824 137661 Valid Apr 30, 2023,15:01:14 Apr 30, 2023, 15:01:43
Rows per page: 10 » 51-60 of 379 1< < >
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. Announcement of super-prefix

e The super-prefix 199.7.82.0/23 belongs to ICANN and is also being announced by AS137661!

J Twelve99 Looking Glass

X

AL

& > C @& Igiwelve99.net/?type=bgp8&irouter=snge-b5&address=199.7.82.0/23

1299:431 (KPKL state Unknown) 129915669 (Do NUI announce to ANY peer 1n North America)
1299:2009 (Do NOT announce to ANY peer in Europe)

1299:1000 1299:37000 1299:37200

15412 4826 9798 208144
62.115.181.143 from 62.115.181.143 (62.216.137.130)
Origin IGP, metric 66@, localpref 200, IGP metric @, weight @, tag @
Received 10:22:82 ago, valid, external, AS Origin not found
Communities:
1299:431 (RPKI state Unknown)

1299:1000 1299:37000 1299:37200

64049 55836 133296 133296 133296 133296 133296 20144
62.115.177.11 from 62.115.177.11 (49.44.5.216)
Origin IGP, metric @, localpref 20@, IGP metric @, weight @, tag @
Received 11:45:57 ago, valid, external, ECMP head, ECMP, AS Origin not found
Communities:
1299:431 (RPKI state Unknown)

1299:1000 1299:37000 1299:37200

64049 55836 133296 133296 133296 133296 133296 20144
62.115.11.247 from 62.115.11.247 (49.44.5.217)
Origin IGP, metric @, localpref 200, IGP metric @, weight @, tag @
Received 11:46:01 ago, valid, external, ECMP, AS Origin not found
Communities:
1299:431 (RPKI state Unknown)

1299:1000 1299:37000 1299:37200

9498 9829 9829 9829 9829 9829 9829 9829
62.115.49.157 from 62.115.49.157 (203.101.87.226)
Origin IGP, metric @, localpref 200, IGP metric @, weight @, tag @
Received 5d17h ago, valid, external, ECMP head, ECMP, AS Origin not found
Communities:
1299:431 (RPKI state Unknown)

1299:1000 1299:37000 1299:37200 9498:1 9498:33 9498:91 9498:9829 34111:9498 34911:9498 40512:9498

9498 9829 9829 9829 9829 9829 9829 9829 137661
62.115.49.99 from 62.115.49.99 (203.101.88.34)
Origin IGP, metric @, localpref 20@, IGP metric @, weight @, tag @
Received 5d17h ago, valid, external, ECMP, AS Origin not found
Communities:
1299:431 (RPKI state Unknown)

1299:1000 1299:37000 1299:37200 9498:1 9498:33 9498:91 9498:9829 34111:9498 34911:9498 48512:9498

3491 20144
62.115.188.81 from 62.115.188.81 (63.223.34.5)
Origin IGP, metric @, localpref 15@, IGP metric @, weight @, tag @
Received 43d19h ago, valid, external, AS Origin not found
Communities:
1299:431 (RPKI state Unknown)

1299:1019 1299:4000 1209:27000 1299:27200 3491:500 3491:522 3491:9001 3491:9080 3491:9081 3491:9087 3491:62210 3491:62220

6762 38880 20144
93.186.133.134 from 93.186.133.134 (213.144.176.126)
Origin IGP, metric @, localpref 15@, IGP metric @, weight @, tag @
Received 43deeh ago, valid, external, AS Origin not found
Communities:

Privacy - Terms.

v

@ Alice - The friendly BGP looking = X +

& - C @ alice-rslinxnet/search/?q=199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

Invalid Origin-

AS

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23
Invalid Origin-
AS

199.7.82.0/23

199.7.82.0/23

199.7.82.0/23

195.66.227.126

195.66.225.217

195.66.226.41

195.66.227.231

195.66.224.105

195.66.225.145

195.66.224.165

195.66.225.115

195.66.224.237

195.66.226.133

195.66.226.204

195.66.226.250

195.66.226.48

195.66.227.231

195.66.225.115

195.66.227.126

195.66.226.41

195.66.225.217

195.66.225.145

195.66.224.49

195.66.224.21

2018

23028

37100

262589

29668

35313

38880

33920

200612

64049

9498

39386

57463

262589

33920

2018

37100

23028

35313

8220

6939

Tenet

Team Cymru, Inc.

SEACOM

Internexa

vXtream

Infonas Ltd

Micron21 Datacentre

aq Limited

GBI HQ Cooperatief UA

Reliance Jio Infocomm UK Limited

Bharti Airtel Ltd

Saudi Telecom Company (STC)

NetlX Communications Limited

Internexa

aq Limited

Tenet

SEACOM

Team Cymru, Inc.

Infonas Ltd

COLT Telecom Ltd.

Hurricane Electric

201820144

23028 20144

37100 20144

262589 14259 27678 20144

29668 29668 29668 29668 29668 42044 38880 20144
3531320144

38880 20144

33920 20144

200612 51375 51375 51375 51375 51375 35313 20144
64049 55836 133296 133296 133296 133296 133296
20144

9498 9829 9829 9829 9829 9829 9829 9829
39386 51375 35313 20144

57463 6057 1797 20144

262589 14259 27678 20144

3392020144

201820144

37100 20144

23028 20144

3531320144
822020144

693920144

RS1.LON1
(1Pv4)

RS1.LON1
(IPv4)
RS1.LON1
(1Pv4)

RS1.LON1
(IPv4)

RS1.LON1
(IPva)

RS1.LON1
(1Pv4)

RS1.LON1
(1Pv4)

RS1.LON1
(1Pv4)

RS1.LON1
(1Pva)

RS1.LON1
(1Pv4)

RS1.LON1
(1Pva)

RS1.LON1
(1Pv4)

RS1.LON1
(1Pv4)

RS3.LON1
(1Pv4)

RS3.LON1
(1Pva)

RS3.LON1
(1Pv4)

RS3.LON1
(1Pv4)

RS3.LON1
(1Pv4)
RS3.LON1

(1Pv4)

RS3.LON1
(1Pva)

RS3.LON1
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Example of good routing hygiene

e DE-CIX also receives both routes, but does not propagate them

DE-CIX GlobePEER Looking Glass X DE-CIX GlobePEER Looking Glass X
9 9

& > C @ Igdecixnet/search/?q=199.7.83.0/24

l’ GlobePEERLG

Igde-cixnet

DECIX

ROUTE SERVERS

SEARCH ON ALL ROUTE SERVERS
DE-CIX Frankfurt v

rs1.fra.de-cix.net (IPv4) Q | 199.7.83.0 ‘24{
bird 2.0.10

rs1.fra.de-cix.net (IPve)
bird 2.0.10

rs2.fra.de-cix.net (IPv4)

bird 2.0.10
Network
rs2.fra.de-cix.net (IPv6)

bird 2.0.10 © 199.7.83.0/24

+

Next-Hop

AS Path ASN Neighbor
9498 9829 9829 9829 9829 9829 9829 9829 9498 Bharti Airtel Limited
137661

Found 157 received and 8 filtered routes.
Query took 7146.61 ms to complete.
Routes cache was built an hour ago and will be

Goto: Filtered Accepted refreshed in 43 minutes.

Showing all of 8 routes

RS ROUTE SERVER
st Show results from RS... >
NEIGHBOR
Show only results from AS... i

(2] 80.81.196.112 9498  BhartiAirtel Limited  rsl.fra.de-cix.net (IPv4
e D BGP COMMUNITIES
2 Select BGP Communities to match... v
o 80.81.195.242 47734 41494 39107 20144 47734 Telecom IT rs1.fra.de-cix.net (IPv4)
tir AS Solutions
L} /24 185.1.47.7 9498 9829 9829 9829 9829 9829 9829 9829 9498 Bharti Airtel Limited ~ rs2.mrs.de-cix.net
(1Pv4)
e /24 185.1.47.7 9498 9829 9829 9829 9829 9829 9829 9829 9498 Bharti Airtel Limited  rs1l.mrs.de-cix.net
able gin 137661 (IPv4
[} 9498  BhartiAirtel Limited  rs2.fra.de-cix.net (I
© 80.81.196.112 9498 Bharti Airtel Limited  rs2.fra.de-cix.net (1Pv4)
o 47734 Telecom IT rs2.fra.de-cix.net (IPv4)
Solutions
ROUTES ACCEPTED Showing all of 157 routes
Network Next-Hop ASs Path ASN Neighbor RS
2] 149.112.27.3 693920144 6939 Hurricane Electric rs2.phx.de-cix.net
(1Pva)
o 185.1.172.4 693920144 6939 Hurricane Electric rs2.seecix.net (IPv4)
e 185.1.48.9 3498420144 34984 Superonline Iletisim Hizmetleri A.S. rsl.ist.de-cix.net (IPv4)
2] 185.1.48.16 920144 6939 Hurricane Electric de-cix.net (IPv4)
L2} 185.1.48.7 2509120144 25091 IP-Max SA rsl.ist.de-cix.net (IPv4)
[~] 199.7.83.0/24 80.81.193.13 821820144 8218 Zayo Infrastructure France rsl.fra.de-cix.net (IPv4)
e 199.7.83.0/24 80.81.194.197 6697 20144 6697 Beltelecom rs1.fra.de-cix.net (IPv4]
an 2024 N ©1 109 27 12721 90144 19721 IDUIL Intarnat Dare Liamb, Lol 1 fra dn e i (10n A
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How to get access to the Route DNS monitoring instance

e (Go to https://cloud.codebgp.com/ € Code BGP Platform

Sign Up

and in the Organisation ID type
% Code BGP Platform jamessmith@example.com

publicdemo

“publicdemo”

Enter your organization |D

e Signup

Smith
Go!

Example Company

e Docs: https:/docs.codebgp.com/

Go to cloud.codebgp.com :
] Sign up
Enter ID: publicdemo

€ Code BGP
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https://cloud.codebgp.com/
https://docs.codebgp.com/

' Questions

lefteris@codebgp.com

@ codebgp.com
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