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« The New Internet

« The New IP Stack and

New Traffic Behaviour

o What is [eft?
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The New Internet




The Internet Reality - circa 2020 - Major US Carrier

>90% of >T0% of ~a0% of Flows: DNS >20% of Traffic: QUIC
Volume: encrypted Volume: to Cloud
[ ¢ 7
= sl
10 Cloud sites Many small flows
“Elephant destinations” Micro-sessions

not "Elephant flows”

*  Destination: all-encrypted world o [ontent: DNS is the load-balancer
e [loud: concentrating the Internet o [UIC: Future Protocol of choice
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Fast forward 18 manths - Tier-1 EU Mabile Carrier

Volume
Overall Volume

‘, & YouTube ‘ QUIC is “default”
\ Volu

me

BUIC has doubled
in 18 months

Meta has gone

QUIC is 43% of total full QUIC

and rising

(0N

Meta

(snapshot 11/2/2022)
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Network Traffic by Volume and Flows
The big flows that matter are predominantly QUIC

Overall Volume by Apps Total Flows by Apps

Big 5 is 48% of traffic Lots of TCP sessions (likely I0T related, transactional related)
QUIC is 40% of traffic Big 5 APPs OUIC sessions are very targeted and high efficiency
“other traffic” still largely TCP, QUIC now visible (4.3%). (video related behaviour); fewer but higher in volume
@ Other e Other
% ;% Quic Youtube QuIC Quic uYOUTlIhe -
¥S 5 17.92% 12.86% o
) e =

@ Netflix @ Instagram
_(GP Facebook @ Netflix
534%
QuIC — TCP 253%
— QUIC 2.59%

8.43%
©

~— TCP 0.25%

~— QUIC 2 250a
~— TCP 1.549 @

TCP 50.93%

2
g “— TCP 0.56%

(snapshot 11/2/2022)
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Early 2024 Data: QUIC still going strong

3
o TCP 21.66%
3
QUIC 29.58%
Facebook
34.46%
UDP_NQ
3.66%
Quic
2,959,
QUIC 8.61%
2 &°
— g S
alic oas — X Q@ 3 2
8 : S
Quic 04 — L3
(SJ TCP 9.05%
(s}

[UIC: 47.31%

LATAM

QuIC 0.8% —
TCP 1.04% —

TCP 1.38% —

Qul
14.57%

8T
21N

y €
aan

Fz

— TCP 0.64%

TCP 33.7% TCP 13.38%

QUIC 11.58%

c he
@ 9 85 Quic
R
=5 i
o
TCP 20.18% - X ,%;' S
Other “m-# QQL;‘:E&::Z{’ % @ TCP 8.71% N TCP 1.42%
TCP 0.58%
26.25%
- 415%
QUIC 14.29% [“_”[: 4'5 0
/ Home TV
11.37%
S b
@Q 2 ~— TCP 0.85%
~

o QUIC: 4198%

BRKSPM-2024
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UUIC is growing across the world
Various snapshots - Approaching al% WW

QUIC traffic evolution data 2020-2024

70

B0

al

40

30

20

% of QUIC traffic

2013 2020 2021 2077 2023 2024
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Youtube
TCP QuIC
11.72% 17.63% Instagram

Facebook Video
Netflix
Facebook
Spotify

@ Snapchat
3 YouTube

QuIC
37.31%

@ Facebook Watch

April 10 2022
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The New IP Stack and

New Traffic Behaviour




HTTR/

Old App Stack

HTTP/1.1/2

1S

P

—

An aﬂjlicatiun driven global transition
tack = UDP-DUIC+TLS

New App Stack el

QUIC - RFC 3000
HTIP/3 - RFCI14

HTTR/3

. Qi+ 11513 D A

= %

Client

LDP

Gonoe:=d

TikTok

Large Scale Adoption

DoH 4= eSNI/ECH

RFC8744

DaT - RFC7858
DoH - RFCB484

Encrypted DNS Traffic

DNS Resolver

DNS communication over 5
HTTPSITLS Client Hello!

9
UBER DoT: DNS over Transport Layer Security

DoH: DNS over HTTPS
eSNI: Encrypted Server Name |dentification

ECH: Encrypted Client Hello

[t/2024 Ciscoand/or its affiliates. All rights reserved. Cisco Public 13



DPl is gone

HTTP/3 Stack = UDP+QUIC+TLS+H3+DoH+eSNI/ECH

Old App Stack

HTTP/1.1/2

TLS

IP

New App Stack

QUIC - RFC 3000
HTTP/3 - RFCS14

HTTP/3

|I ' . QUIC + TLS1.3

ubP

IP

Improved Security
Multi-session
Improved OoF

APP friendly design

con @.’ 2 o uber

TikTok

Large Scale Adoption

== DoH =

Dol - RFC7858
DoH - RFCB484

Application Controlled ONS
DONS Traffic not observable

Google & CloudFlare serve a0% of global DNS
requests

Bath support DoH

All major OSs & Browsers support DoH (Firefox
Defaults for US to CloudFlare)

.

<t
ws)  DP| Ineffective

eSNI/ECH

RFC8744

Target Domain is opaque /
unobservable

C)
A

including alternative hints e.g. DNS or SNI analysis

[t/2024 Ciscoand/or its affiliates. All rights reserved. Cisco Public



Qauic

# of Flrws Vi Flow Langih (sscoeds)

ke

70% of interactions complete in <as™*

% LATENCY REDUCTION ACROSS NETWORK TYPES
L

The poorer the network, the better the improvement™

Cong. Win. (KB)

Scenario Flow | Avg. throughput
(std. dev.)
QuIC 2.71 (0.46)
QUICvs. TCP | 1cp 1.62 (1.27)
QUIC 2.8 (1.16)
QUIC vs. TCPx2 | TCP 1 0.7 (0.21)
TCP 2 0.96 (0.3)
QuIC 2.75 (1.2)
TCP 1 0.45 (0.14)
QUIC vs. TCPx4 | TCP 2 0.36 (0.09)
TCP 3 0.41 (0.11)
TCP 4 0.45 (0.13)
Qui¢ =—— TCP ——

Time (s)

QUIC is “Unfair™***

Moves Control of the User Experience to the App

Apps do not play nice - they will deliver over everyone else

I

Impacted Areas

(e.g. wireless access)

((( )))4III

o mummm—l |} | & o mm—

3

*uber engineering;**Cisco Analysis, cust.data;***APNIC study

[12024 Ciscoand/or its affiliates. Al rights reserved. Cisca Public 5]



Tunneling is a new threat vector

H/3 /7 QUIC

APP Server

Operating System

[12024 Ciscoand/or its affiliates. Al rights reserved. Cisca Public [}



Uptions for Masque

o

QO O
\ R -
=5 —

o]

o

Inside the App Inside the 0/8 Client to 0/8 Network Appliance
(tunnel [P)

[t/2024 Ciscoand/or its affiliates. All rights reserved. Cisco Public 17



Apple Private Relay: Dual Hop Masque

Private Relay Dual-hop Architecture

[ B0 &

Device Access Network Relay 1 Relay 2 Website
Py ot , New IP address
User’s original IP address ; [ (assigned by Private Relay) ‘
Encrypted website name : Website name
(not visible) E

[12024 Ciscoand/or its affiliates. Al rights reserved. Cisca Public 18



SP Domain has less insights on traffic

SP Domain ~ Apple Domain

gD

(fuy e oot \_\“\lI'& i Secure NS

A
1 DNS-o-HTTPS
* Peering
=
- - ]
Ingress Proxy Egress Proxy H
l D | Aggregation Core ! |
— | a SLIIJSCI"IIJEI" PEENHQ | | “tEr"Et
AFF i Gateway I |

I Access

_ “ _ The New Services & Identity

Anchor Paint
ZERD Visibility

[t/2024 Ciscoand/or its affiliates. All rights reserved. Cisco Public
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+ 70% of worldwide front-end servers deployed latest Windows
Server with HTTP/3 support

* + Chart below shows all EXO H2/H3 usage; including browser,
U |-| | E a t M S F-l- mobile and desktop clients

HTTP Requests per Second by Protocol

[

‘/\/\MM/\/\/\/\M//Mf\/V\/\I\/J Chrome Last-Mile Latency

Easy to adopt

.
4
2
60K
50K
OWA Telemetry Sample Counts by HTTP Version o
. . 300,000¢
'. 2300000 30K 3
.. . d 150,000¢ 10K 3 5
mm Windows 11 23 '
50% 75% 0% 99 99.9% 99.99%
’

Latency {milliseconds)

105
85

I 27,115
I 21960

B 5780

o | 238
166
W 2837

F ] 1,201

0,000 WHTTP/2 WHTTP/3

' ‘ U e e s e s e e e e e o 0w o Reduction with HTTP/3
Office |

75%

80% 69%
0% 58%
Pervasive across Products & e o o
Fandsbke o 19%
et —==) " m B [ |
50% 75% 90% 99% 99.9% 99.99%
TeeTisI2 TCPTLSIS Quic
(a) RTT WTT (Lug
] s e Outlook web access *actually™ runs better using H/3
S rermsis e
(b) WTT IRTT ORTT

SMBoQUIC - No VPN

* Source: EPI0 20212, Nick banks, MSFT

[12024 Ciscoand/or its affiliates. Al rights reserved. Cisca Public 20



NUIC/H3/DaH stack is in business

’ GO gle n YT

..
ferstly: e m: Microsoft e g7g
Gaamai d 9 ©)
android
Content Delivery Security Privacy Loadbalancing App Infrastructure App Experience

[12024 Ciscoand/or its affiliates. Al rights reserved. Cisca Public 2l



Standards are there

Continuous standard adoption

charter-ietf-masque

HTTP/3

RFCAII4

Qauic
RFC 8000 VAt scale,

in production

eSNI via ECH Microso Edge

chromium Mozilla

RFCB744 . 2
draft-ietf-tls-esni-14 (16 now) v Client . m@ e a
TLS 1.3

RFC 8448 v Application @\
Secure DNS Standards
Da - RFCT858 V' Cloud 4

DoH - RFCH4B4

[t/2024 Ciscoand/or its affiliates. All rights reserved. Cisco Public 72



The consumers are observing benefits

(1o Drives OUIC Adoption

1.8B Daily Active Users - 3B Monthly
QUIC and H/3 are protocals of choice*

Cloud CDN throughput (50th percentile)

8000
kbps

7000
kbps

gle

G QUIC enabled

6000
kbps

Nov Dec Jan Feb
2017 2017 2018 2018
Date
Google CON Performance increase

Uber

100

75

50
P50 P75 P95 P99

Lﬂtenny LATENCY DISTRIBUTION
reduced significantly**

~40%-50% reduction

% REDUCTION IN LATENCY

% LATENCY REDUCTION ACROSS NETWORK TYPES

M quic_ovER_TCP_P95 [ QUIC_OVER_TCP_P39

~40% reduction Uber

*source Facebook engineering

60

40

20

WiFi LTE 4G (HSPA+) 3G (HSPA)  2G (EDGE)

The more fragile the network, the more QUIC excels**

** source Uber engineering
[t/ 2024 Ciscoand/or its affiliates. All rights reserved. Cisco Public 23



SP Services Portfolio needs assessment

(non-exhaustive list)

=

Differentiated Billing Regulated Services
w)  /erorated Apps w)  Site blocking
w) gy aware service w)  raffic intercept
) )
[(J>>
Traffic Management Business Services
)  Peering ) VAN

w)  [ptimal interconnect m)  Security

non-exhaustive list

[t/2024 Ciscoand/or its affiliates. All rights reserved. Cisco Public 24



What is left?




Customers are looking for solutions
Example Use Cases Asked

3 Manage video downloads vs viden streaming, downloads DI won't wark anymre in QUIC
= being the priority Recognise type of flow and act accordingly
@ Manage Snap video vs Snap apps Same problem

@ Account for encrypted traffic in terms of source/destination

£ Maore generically: ldentify and manage QUIC flows; mitigate impact on Radio; optimise against industry metrics; future-
& proof network smarts

[012024 Tiscoand/or its affiliates. Al rights reserved. Cisco Public 28



There is some information that will not go away

Header Payload Header Payload Packet Favnket

. Header | Typeof Service
Version ‘ Length ‘ (Tos) Total Length (in bytes)

Identification F,':f,' | Fragment Offset

- : 3 — _ _

o

Time Domain

CDN Information Traffic Volume in Time Information

[12024 Ciscoand/or its affiliates. Al rights reserved. Cisca Public 21



App (e.g. Video) Behavior varies by protocol and use case

[UIC Video Stream
Detection
s | sw
/|
e “‘ { ‘I‘I‘l\ f hod
| \‘ ‘.wl |‘ | )
s Ly "\ IRE r | g ¥
LM PN | Smaller Chinks
. I ‘\' | ol | ‘ [
! 1 ' | 'ﬁﬂ ll ‘Il‘ Cl
A4 | WL
‘ : AN
s L : S Y
0 0 Ti“; Time 5|
TCP based ABR video players prefer larger, sustained downloads due to high cost o [UIC based ABR video players prefer requesting video in smaller chunks.
of establishing the TGP session and reducing time spent in TGP slow start.
[ften use HTTP/2 connection. (DASH/HLS) ta fix HOL. Multiple QUIC Streams in many cases to (different) servers

Wireshark 1/0 Graphs: peregrine_file pcap

2 Premium

Download Stream
Detection

ikt ol pocie 29530 (625 = 714 08
Enabled Graph Name Display Filter ~ Coler Style ¥ Axis ¥ Field SMA Period ¥ Axis Factor
m] All Packets Line Bits None 1

u
= Fitered packets  ipaddr==1010... [l Line aits None 1 N ET FI I x

LIDP Viden Live Stream
Detection

11

| L1

Constant Streaming

200 300

Time ()

LIDP based video players are extremely reliant on consistent netwark performanc

Small buffer, sustained T'put
Applications: YouTube Live, WebEx, Microsoft Teams, Zoom

2 YouTubeTV 00 webex

by €15€O

zZoom
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Time Domain Flow recognition

« Observe all flows
« Profile per flow (Time domain matched) 5

« The resulting profile will allow to Flow #n
distinguish the nature of the flow

Flow #1

Ol ——)
——

Content Download

(x-Form) Streaming content

Real time 2 way communication

Vlideo/non-video

Short lived flows ‘ Download ‘ Real time one way

‘ Real time Z-way Short form interactions

‘ Short-Mid-Long Form Video ‘

[12024 Ciscoand/or its affiliates. Al rights reserved. Cisca Public 29



Data Sending Rate

Inferring congestion

« Different congestion algo's have different behaviour

« Time-domain observation + anomaly detection -> congestion inference

Reno vs CUBIC vs BBR behaviour™

CUBIC s
BBR s
L

A

ReN0 s -

100

Link Capacity

» Assessment of various flows in parallel
» Understand Protocol behaviour: congested or not

- This serves as input for Policy Application

* https://blog.apnic.net/2017/05/03/bbr-new-kid-tcp-block/

[t/2024 Ciscoand/or its affiliates. All rights reserved. Cisco Public
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Programmable Traftic Management

« Traffic can be controlled in
various ways.

 Buffer
o [iscard

 Flow contraol

° 4
e .
4

- e.q. CUTO() is a pre- FIo;;v Hn
compiled example where the
parameters are implicitly Management

configured

* CUTO: Cisco Ultra Traffic Optimization

[12024 Ciscoand/or its affiliates. Al rights reserved. Cisca Public 3l



Overall System Logic

Basis for building use cases

| Header Payload l
\D ) 15 18 o -] o
Header | Type of Service °
fersi Total Length (in bytes) (-]
Length | (TOS) o 00% 0
%0
° <
20by
4 <

[llgl]}

E Protocol/APP
Profile -
Policy
[l . [l

o : =
o] [ ]
-H Q\a 1&?‘ 6—:} E—) @v —r3
Time Domain

Congestion

YN Control

Observe Flows Inference

[12024 Ciscoand/or its affiliates. Al rights reserved. Cisca Public 37



Why does this scal

Simple

B?

EE——

r.

« | only use state on the

important/interesting stuff

o 70% of the flows generate

80% of the volume

Smart

- | only use state if | need it

« when there is a reason
E.Q. congestion

[t/2024 Ciscoand/or its affiliates. All rights reserved. Cisco Public
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Summary

« Traffic is encrypted, application controlled, and obfuscated
« Traditional DP| approaches (w)(d)on't work
« This evolution will affect Service Provider consumer offering policy

« An IP centric approach is feasible and addresses several use cases

[t/2024 Ciscoand/or its affiliates. All rights reserved. Cisco Public 33



CcISco The bridge to possible

Thank you




